User Manual for Encryption and Decryption Application

Introduction
This application allows users to encrypt and decrypt messages using four encryption algorithms: AES 256 CBC, AES
256 GCM, One Time Pad, and ChaCha20-Poly1305. It accepts two 256-bit keys in base64 format and provides an
interface for users to enter plaintext messages, encrypt them, and decrypt encrypted messages.

Getting Started

#® Encryption Methods = X

QKD Keys (Base64)
QKD Key 1(Base64) ‘kSifaIkYINhthV/aiIYy6konhEcK‘I 8/YOh7hgT9YHg= ‘

QKD Key 2(Base64) |wBEVA+Zn6chngfnkdAYcOBy7seBGRgDFXFmFO7qRKfw=|

Antonis

Plain Tex

Encryption Algorithms

AES-256 CBC Encrypted | QuEgEKaFKW2VIdptmEl16g==
(Base64)

Clear

AES-GCM Encrypted WBEVA
(Baseb4) +Zn6chngfnko02p)Qyplfp7 0orQjQbZVtmihAlQ
Clear Z90=

One Time Pad Encrypted | DC-AA-75-0B-51-05-55
(Hex)

Clear

ChaCha20-Poly1305 mLrkKZyFNFOV9LdQr4sCoYvZfYAGSZIM=

(Baseb4)
Clear
Encrypt Decrypt Exit
Inputs
Keys: The application requires two 256-bit keys in base64 format. These keys are referred to as QKD Key 1 and QKD
Key 2.

Message: Users can enter a message they wish to encrypt in the provided plaintext textarea.

Interface

Plaintext Textarea: Enter the message you want to encrypt here.

Encrypt Button: Press this button to encrypt your message.

Decrypt Button: If you have an encrypted message and the corresponding keys, use this button to decrypt the
message.



Encryption Process

1. Entering Keys and Message:
o Enter the two 256-bit keys in base64 format (QKD Key 1 and QKD Key 2).
o Type your message into the plaintext textarea.

2. Encrypting the Message:
o After entering the keys and message, press the Encrypt button.
o The application will encrypt the message using the following four algorithms:
= AES 256 CBC
= AES 256 GCM
* One Time Pad
* ChaCha20-Poly1305

3. Viewing Encrypted Message:

o The encrypted message will be displayed in the designated area for each encryption algorithm.

Decryption Process

#® Encryption Methods o X

QKD Keys (Base64)
QKD Key 1(Base64) ‘kSifaIkYINhthV/aile6konhEcK18/YOh7hgT9YHg: ‘

QKD Key 2(Base64) ‘wBEvA+Zn6chngfndeYc08y7seBGRgDFmeFO7qufw:’

Antonis
Plain Tex

Encryption Algorithms

AES-256 CBC Encrypted
(Baseb64)

Clear

AES-GCM Encrypted
(Baseb64)

Clear

One Time Pad Encrypted | DC-AA-75-0B-51-05-55
(Hex)

Clear

ChaCha20-Poly1305
(Baseb4)

Clear

Encrypt Decrypt Exit

1. Entering Encrypted Message and Keys:
o If you have an encrypted message and the corresponding encryption keys, enter them into the respective
fields.
2. Decrypting the Message:
o Press the Decrypt button.
o The application will decrypt the message and display the plaintext.



